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Welcome to the  
2025 State of SaaS
Since 2012, BetterCloud has been surveying IT professionals about managing their SaaS environments. 
What started as managing Google Workspace evolved into multi-SaaS operations, which then 
integrated with SaaS spend management. Finally, SaaS governance and rationalization continued to 
grow in importance, which brings us to a new era, SaaS 2.0.

In this new SaaS 2.0 era, artificial intelligence powers a new wave of innovative native-AI SaaS apps 
and AI-based add-ons, propelling another wave of Shadow IT and SaaS sprawl, as well as unknown 
budget, security, and compliance risk – leaving IT buried even deeper in endless operational tasks with 
little time to innovate themselves.

Over the years, as SaaS adoption skyrocketed and new management struggles arose, all too often, IT’s 
band-aid was another IT point solution. 

The result? A bloated IT tech stack, and higher complexity that only makes IT’s job that much harder. 
With more apps than ever to learn and use, a slew of new vendors to manage and support, the 
demands on IT are only increasing.

Clearly, improving business outcomes requires more robust SaaS management solutions. 

In this report, we’ll dive into what nearly 600 IT professionals say about:

•	 IT challenges that show organizations continue to demand more from SaaS management

•	 Processes, automation, and tools their organizations use to tackle them

•	 How to simplify managing the entire SaaS lifecycle to elevate the business

SaaS 2.0

SaaS 2.0 refers to the next generation of cloud 
applications that are not just tools, but intelligent 
collaborators — powered by AI, capable of 
understanding user intent, adapting to context, 
and autonomously improving outcomes over time.

http://www.bettercloud.com
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70%
To automate,

prefer SaaS management 
platforms that enable completely 
custom automation platforms

SaaS Management is under pressure
To stay competitive, companies overcome 
SaaS lifecycle management challenges 
with automation and software

IT-to-employee ratio climbed to

from 1:82 - a 31% increase

1 108
IT person employees

:

60% 
Almost 

of IT still worries 
about shadow IT

The two biggest SaaS security concerns:

36% 31%
insider threats sensitive files with 

public sharing settings

56% find SaaS file security  
impossible to monitor 
manually

while

>80%
of IT teams are involved with 
SaaS buying and renewing

More than half 

find point solutions for managing SaaS more 

difficult than all-in-one, feature-rich SMPs

70% 
prefer a unified platform to 

optimize SaaS spending, 

and to automate, discover, 

manage, and secure the 

SaaS stack

Companies have an average of 

down from 112 in 2023, showing a 
slowing rate of SaaS consolidation that 
dropped from 14% to 5% year over year

106 SaaS apps

Automation with the right 
SaaS management platform 
is necessary to help IT with 
their top priorities for 2025, 
which is automating more IT 
operations (35%) and making 
the IT work burden more 
manageable (24%)

To better monitor 
SaaS apps and 
dollars, about

of organizations use 
SaaS management 
platforms1/3

45%
say they automated more processes, and user 

lifecycle management is the top use case

To manage the enormous IT workload,

of 
orgs

95% 
of companies already made 

investments in AI use cases, with IT 
Service Management and Customer 

Experience among the top

AI in the enterprise 
SaaS stack increases 
IT demands, driving 
urgency for fully-
featured SaaS lifecycle 
management platforms

Biggest Takeaways

More than half 
say budget pressure, along with too many 

underused apps and licenses are driving  

SaaS consolidation or spending cuts

http://www.bettercloud.com
http://www.bettercloud.com
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This year’s report has made it abundantly clear that 
the same pressures of last year’s report have not 
gone away, but have instead become more intense.

The existing pressures of SaaS sprawl, shadow 
IT, limitations in IT resources, persistent security 
threats, and the complexities of data compliance 
continue to weigh heavily on IT teams, even as 
overall expectations have risen. A new hurdle has 
significantly accelerated: the implementation and 
oversight of AI.

This new challenge has amplified the impact of 

each pre-existing stressor. AI is a catalyst that 
intensifies the existing pressures, demanding a 
more comprehensive and strategic response from 
organizations.

Now we’ll explore the challenges organizations 
are facing today as well as dive deeper into the 
challenges surrounding AI.

Added Weight of the SaaS AI Effect

SaaS management under pressure

SaaS Sprawl IT Resource  
ConstraintsShadow IT Security Threats & 

AttacksCost Control Data Compliance
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Organizations worry about 
securing the SaaS stack and 
controlling SaaS sprawl

Securing SaaS apps Keeping up with 
operational tasks

Controlling  
SaaS sprawl

Managing SaaS app 
license costs

31%

26% 25%

18%

29%

25%

17%

28%

Biggest concern when managing your SaaS stack

2023 2024

Ensuring a secure, efficient, high-value enterprise SaaS stack is a juggle of 
concurrent challenges. It’s a perpetual cycle of keeping up with the routine tasks 
of securing, managing, and governing the SaaS environment.

Every year and without exception (and rightly so), security is the main concern. 
What changed recently is that SECOND biggest worry: controlling SaaS sprawl 
went from fourth to second—the largest change year over year, as we enter 
SaaS 2.0.

Too many organizations think optimizing the 
SaaS stack is a “one and done” chore. But the 
truth is that it’s like security, requiring constant 
vigilance. Scattered and unknown SaaS apps 
that constantly pop up means data is scattered 
across apps and files, access is uncontrolled, 
and risky, costly Shadow IT flourishes. 

55% 
SaaS Sprawl concerns 

increased by

http://www.bettercloud.com
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Insider threats, inappropriate file 
sharing, unauthorized apps, and 
excess admin privileges worry IT 
and bring compliance risk

About one third of organizations worry most about 
insider threats and sensitive data shared publicly. 
Insider threats come in two flavors; the malicious employee who steals intellectual 
property and sells it to a competitor or takes your customer list to the next job, 
and the well-meaning, but careless employee who inadvertently makes a file 
public, shares the wrong link, or sends the right link to a rogue actor.

Organizations also worry about about unsanctioned apps with sensitive data 
(23%) and excessive permissions (21%) because each make it harder to control 
risk. Admin permissions tend to linger long past the employee’s tenure leaving 
credentials ripe for the taking.

Deploying access controls, data loss prevention tools, file governance technology, 
and employee training all help to reduce risk and improve compliance.

Insider threats, either 
malicious or negligent

Unsanctioned SaaS apps 
that store sensitive data

Sensitive emails forwarded 
to personal emails

Not knowing where 
sensitive data exists

Sensitive files shared 
publicly

Excessive admin 
privileges

SaaS apps with read/
write access to data

Former employees still 
retaining data access

36%

23%

19%

15%

31%

21%

18%

15%

Biggest SaaS security concerns

http://www.bettercloud.com
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Unchecked file and data sharing 
creates security risk for too 
many organizations
At the root of SaaS security concerns are the events organizations actually 
experience – like data loss or unsanctioned apps added to one’s tech stack.

Last year, more than half of organizations experienced improper data sharing 

– either work emails being sent to personal accounts (48%) or sensitive data 
publically shared (7%). About one fifth of organizations 
found a new SaaS app that stores sensitive data (23%) 
and an unauthorized SaaS app (21%).

All these risks and potential security violations are 

preventable. With the right SaaS management tool, 
organizations automate user offboarding for departing 
users as soon as they leave, get instant visibility into 
all email and shared files, and receive immediate 
notification of a new app.

User forwarded work 
email to personal email

New SaaS app that 
stores sensitive data

Unauthorized SaaS app 
added/expensed by user

Data breach from  
ex-employee

User shared sensitive 
data publicly

Compliance-related 
penalties, legal fees, 

and/or fines

48%

23%

21%

11%

7%

7%
of orgs experienced 
improper data sharing

50%
More than

Security incidents in the last year

http://www.bettercloud.com
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Onboarding and offboarding 
inefficiencies plague IT, creating 
too much manual work
Although routine, onboarding and offboarding are still major pain points. From 
productivity reductions due to delayed access for new employees (40%) to 
security vulnerabilities from improperly offboarding departing employees (32%) 
and contractors (19%), slow or incomplete onboarding and offboarding creates 
a cascade of operational headaches, needlessly reducing productivity and 
increasing overall risk.

With 60% of IT teams overburdened with too much manual work, it’s not 
surprising that delayed access for new employees remains a lingering issue. The 
complex and tedious tasks of provisioning and deprovisioning user accounts, 
permissions, and software management, which escalate with each new hire or 
departure, make automation not just a convenience, but essential to maintain 
efficiency, security, and scalability in the face of ever-increasing user volume.

19%

33%
40%

Contractor still had data 
and systems access after 

contract’s end

Ex-employee not 
offboarded within 24 
hours of departure

More than one day to get 
new employee access to 

necessary SaaS apps

60% 
of IT teams have too much 
manual work that prevents 

IT from doing strategic 
projects  

http://www.bettercloud.com
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IT is stretched thin amidst IT 
resource constraints
Approximately one-third of organizations report that IT supports more users 
than last year, with each IT professional now serving 108 employees (1:108). This 
31.4% increase only stretches IT even more.

Thanks to growing tasks to manage all apps, users, files, and software budgets, 
coupled with an IT tech stack with too many SaaS management point solutions, 
the IT workload is crushing them. So it’s no wonder IT worries about missing key 
offboarding steps (48%). 

Without zero–touch automated workflows for many SaaS management 
processes like:

•	 User lifecycle management

•	 App access requests or license revocation 

•	 Password resets

•	 File sharing permission changes

IT won’t have the time to make the most of SaaS 2.0 unless leaders maximize 
intelligent automation. Without it, organizations risk falling hopelessly behind 
the competition.

of IT teams worry that forgetting 
offboarding steps could make 
them vulnerable

48%
With growing demands, 

IT-to-employee ratio climbed to

1
IT person

108
employees:

from 1:82 - a 31% increase

http://www.bettercloud.com
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Budget pressures are driving SaaS 
consolidation and spending cuts
With ongoing economic uncertainty, many have cut SaaS spending in the last 
year, reflecting a broader trend of heightened scrutiny over every 
SaaS expense. Therefore, it’s hardly unexpected that 
most organizations cite budget pressures (42%) or 
big SaaS price increases (13%) as main drivers of 
consolidation and spending cuts.

It’s important to point out that another 21% of 

organizations say consolidation is driven by 

too many unused and underutilized apps 

and licenses. Not only do these savings 
drop straight to the bottom line, but cutting 
app and license waste also greatly reduces 
security vulnerabilities. 

Finally, in the quest to free up resources 
(both time and money) to dedicate to urgent 
AI initiatives, cutting this kind of license and 
budget waste is one of the easiest ways to get 
the job done. 

42%
Budget pressure

9%
Excessive security risk

14%
IT now involved 
in SaaS contracts

13%
Big SaaS app 
price increases

21%
Too many unused an/or 
underutilized SaaS apps 
and licenses

SaaS app or spending cut drivers

http://www.bettercloud.com
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With the ever expanding SaaS sprawl, perpetual Shadow IT, out of control SaaS 
costs, and endless IT resource constraints, AI is the newest challenge for IT to 
battle. With mounting security threats and omnipresent compliance requirements, 
AI is an added pressure for IT teams.

Let’s see just how AI is affecting SaaS management…

Organizations are exploring the 
benefits of AI
While the average organization deploys AI in 7.3 apps, representing roughly 
7% of its total portfolio, smaller, more agile companies demonstrate a greater 

propensity for AI adoption, leveraging SaaS apps to rapidly integrate AI 
functionalities due to their inherent flexibility and speed of implementation. 

This allows them to quickly capitalize on AI’s potential, outpacing larger 
companies.

This disparity highlights a crucial trend: the democratization of AI. Smaller 
businesses, unburdened by legacy systems and bureaucratic hurdles, can 
experiment with cutting-edge AI tools and adapt their strategies in real-time. 

This agility translates to a competitive edge, enabling them to optimize 
workflows, personalize customer experiences, and unlock new revenue 
streams with remarkable efficiency.

But let’s not forget with this rapid adoption also comes unique challenges. 

% of AI in the tech stack

5%
5,000+

7%
750-1,499

7%
1,500-4,999

9%
200-749

http://www.bettercloud.com
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The SaaS Management 
AI Ripple Effect

2

http://www.bettercloud.com
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A variety of solutions with embedded machine learning have been around for 
a decade now, and large language models (LLMs) have become commonplace 
since 2022. By now, it’s not surprising that 95% of organizations have 

invested in some AI use cases. Given accelerated improvements in LLMs 
and agentic AI, it’s understandable why organization’s investments in AI are 
expected to continue at an accelerated pace. 

About half of organizations (with more than 200 employees and with at least 
25% of enterprise apps are SaaS) have invested in 3 or 4 use cases so far. The 
most common use cases are IT service 
management and customer service/
experience/support. 

Right now, AI is giving teams 
productivity advantages on the edges. 
Email or research robots help sales 
reps use time better, LLMs are helping 
answer questions faster, machine 
agents are providing faster customer 
service. 

The transformational promise of AI, 

though? It’s still to come, but around the 
next corner.

Nearly all organizations have 
already made AI investments

IT service management

Infrastructure and data 
security

Department-specifics (e.g., 
accounting, marketing, etc)

Industry-specific (e.g., predictive 
maintenance, supply chain 

management, etc)

Customer service/
support automation

Conversational AI, including agents, 
chatbots and voice assistants

IT performance 
monitoring and analysis

Sentiment analysis

No AI investments

Current AI use cases with investment

47%

40%

30%

29%

27%

25%

19%

12%

5%

# of use cases invested in

0

1

2

3

4

5-8

5%

17%

15%

23%

25%

14%

http://www.bettercloud.com
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Shadow AI is the new Shadow IT

Shadow IT remains a looming concern for most (59%) and a new version of this 
has surfaced: Shadow AI.

Shadow AI is just like shadow IT as it is unsanctioned AI applications being added 
to the tech stack. What’s different is that as potential benefits of AI are dangled in 
front of all of us like a carrot, users shrug off any appropriate processes to bring on 
a new application or add it on at renewal (cough, cough AI Tax) and organizations 
struggle to establish clear guidelines.

This rush to quickly adopt AI, however, is often at the expense of 

established security protocols and governance frameworks. The 
allure of immediate productivity gains and innovative features 
offered by various AI tools - from generative content creation 
to data analytics - can easily overshadow the potential risks. 

It’s up to IT to strike a careful balance 
between racing to gain a competitive 
edge and keeping their organization 
secure. 

59% 
of IT still worry 

somewhat or a lot about 
shadow IT

http://www.bettercloud.com
https://www.bettercloud.com/monitor/the-rise-of-shadow-ai-and-regaining-control-of-software-spend/
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Your enterprise’s AI advantage 
depends on IT
The integration of AI into enterprise SaaS is rapidly evolving, driven by 
management imperatives to “invest in more AI” to boost organizational 
productivity. However, increasing AI adoption introduces its own set of 
management hurdles.

On top of everything else IT has to worry about, AI introduces…

•	 Renewed SaaS sprawl

•	 More Shadow IT (Shadow AI)

•	 Expanded SaaS spending

•	 New security risks, as AI drives crime-as-a-service, too

As for IT, AI apps also introduce new challenges in a different way. For example, IT 
must spend time to identify business needs/goals, evaluate and select solutions, 
and roll them out. Integrating AI-powered SaaS apps with existing systems will 
likely require specialized skills and training. And of course, AI-powered SaaS will 
undoubtedly change processes, which can require change management. And IT 
needs to do all this to meet aggressive return on investment requirements.

How do enterprises manage it all? By optimizing SaaS spend to fund AI 

initiatives and managing growing security and compliance risk with solid SaaS 

governance. 

With AI on the mind, let’s see how IT is stepping up...

Expected ROI from AI investments

6%
Don’t know or N/A

34%
Within 1 year

32%
From more than 
1 to 2 years

25%
From more than 
2 to 4 years

3%
Fewer users

http://www.bettercloud.com
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Rising to the 
(SaaS Management) Challenges

Tools, practices, policies, and processes

3

http://www.bettercloud.com
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The IT tech stack includes 
many apps to meet the SaaS 
lifecycle management demands

Right now, organizations (that use at least 25% of their enterprise apps as 
SaaS), use many different tools to accomplish IT operational tasks. Nearly 
all use an ITSM to help deliver IT services and an endpoint management 
solution to secure corporate computing devices. 

About half use a solution for identity management or single sign on, and 
about one third use some kind of SaaS management platform and data loss 
protection solution.

Standalone software applications are great for solving immediate problems, 
but over time as requirements and needs change, they can be limiting. In 
addition, managing them all is complex and time-consuming because IT must 
learn many tools. They can also lead to data silos, which prevent the data-
driven SaaS insights necessary for better decisions and more complete or 
deeper process automation. In the end, point solutions tend to cost both 

more time and money with less-than-ideal business outcomes.

IT Service Management

Endpoint Management

Single Sign On/Identity 
as a Service

SaaS Management 
Platform

Data Loss Protection

Integration Platform as 
a Service

SaaS spend, contracts, and/
or vendor management tool

Identity Governance and 
Administration

Cloud Access Security 
Broker

The modern IT tech stack
for organizations with 25%+ of enterprise apps as SaaS

88%

51%

70%

35%

30%

19%

12%

6%

3%

http://www.bettercloud.com
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The IT resource gatekeeper: 
Responsible for optimal SaaS 
spending and IT time
Organizations face immense demands to meet SaaS 2.0 needs, and given IT 
resource constraints, it simply isn’t possible without great people, skills, policies, 
automated processes, and technology.

At a high level, to manage the entire SaaS lifecycle, organizations are evolving 
back to more centralized IT resource management that was common before the 
heady days of “Bring Your Own Technology” fast SaaS adoption. 

To do this, organizations are:

•	 Operating their own IT tech stack

•	 Improving SaaS data security and file governance

•	 Taking a greater role in buying, renewing, 
controlling, and budgeting for SaaS to optimize 
SaaS spend

•	 Developing and operating robust, time-saving 
user automation

http://www.bettercloud.com
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To cope with scarce IT budgets 
and time resources, most 
organizations have already turned 
to some user automation

It’s nearly impossible to manage, secure, and govern today’s complex SaaS 

environment without automation; luckily adoption is well-underway. In fact, 81% 

have already automated at least one SaaS management process, with 45% of 
organizations automating more processes in the last year.

When it comes to user automation, the top two automated processes are in 
user lifecycle management, including offboarding (40%) which prevents 

data loss and onboarding (34%), which speeds user productivity. 

While some companies are more mature in user automation 
than others, too many have not yet automated other everyday 

processes. For example, only 25% have automated enormously 
time-saving help desk tickets like app, group, or calendar access 

requests or some file governance tasks. So with the right tool 
for user automation (one that allows deep customization and easy 

workflow development), the potential for significant further automation 
becomes enormous.

Offboarding users

Onboarding users

Hardware provisioning

App access management

Access management for 
groups and calendars

File security monitoring 
and access revocation

SaaS password and 
MFA resets

Mid-lifecycle user changes

None of the above

Automated processes in the SaaS environment

40%

27%

34%

26%

26%

25%

25%

21%

19%

45% 
Automated more SaaS 

management processes

http://www.bettercloud.com
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Most organizations want a SaaS 
management platform that 
enables custom automation

Writing a workflow is not always a set-it-and-forget activity. In the dynamic 
SaaS stack, organizational needs, apps and integrations constantly evolve. 
For example, to meet changing organizational needs, 
70% agree that user automation capabilities should be 

flexible enough to meet completely custom automation 

requirements.  

And then there are app and API updates. As vendors update 
SaaS apps and integrations to add functionality or fix security 
vulnerabilities, there are potential impacts to existing workflows. 
This is why IT must maintain existing workflows. 

But depending on where an organization is on its automation 
journey, how IT spends its time differs. If an organization is 
mature in automation, it spends most of its time maintaining 
workflows (27%). The newest to embark on its user automation 
journey will spend most of its time writing workflows (28%) and 
those mid-way through (the majority at 45%) will spend equal time 
creating and maintaining workflows.

27%
Most time is 

on maintaining 
workflows

28%
Most time is on 

creating workflows 45%
Equal time creating 

and maintaining 
workflows

Time spent on automated workflows

http://www.bettercloud.com
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Top benefit from automating SaaS management

Increased accuracy is top 
benefit of automating SaaS 
management

Thanks to a no-code workflow builder, anyone in IT can automate repetitive, 

manual tasks to increase accuracy and consistency of processes (25%).

That’s not the only benefit though, as organizations widely gain from 
automating SaaS lifecycle management processes. Organizations report data 
security improvements (21%), operational efficiency improvements (19%), time 
savings that enable more strategic projects (19%), and of course, reduced IT 
spending and improved compliance.

Maximizing the benefits of automation depend on the IT tech stack, and 
particularly whether an organization uses an SMP capable of automating 
across the SaaS lifecycle.

Increased 
accuracy and 
consistency

Improved 
data security

Improved 
operational 
efficiency

More time 
for strategic 

projects

Reduced IT 
spend

Better 
compliance

25%

21%

19% 19%

8%
6%

Spoiler alert

Point solutions for automating some tasks in the SaaS 
environment like license reclamation, vendor, or contract 
management don’t cut it.

http://www.bettercloud.com
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SaaS consolidation to optimize 
spending is helping companies 
save on the SaaS budget

For the second year in a row, organizations use fewer apps than the 

prior year. With an average of 106 different SaaS tools, down from 112, 
organizations use 5% fewer tools year over year.

Due to contractual obligations, organizations often can’t simply stop paying 
for SaaS apps and licenses they don’t use. Some apps have multiple 
year contracts that must be wound down. Others are complex, have high 
operational risk, and require lengthy data migration or integration periods. 
This is why consolidation takes place over multiple years. 

Nonetheless, organizations are strategically curating the enterprise tech stack 
to drive efficiency, security, value, and tangible business results.

The average number of apps decreased 
most significantly (28.8%) for companies with 
1,500 to 4,999 employees.

2015 20182016 2020 20222021 2023 2024

8 12 16

80

110

130

112
106

18%
decline in the 
last two years

Average number of SaaS apps

75-199 200-749 750-1499 1500-4999 5000+

42

103
86

142
158

44

96

116
101

131

2023 2024

http://www.bettercloud.com
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IT takes the reins for SaaS 
monitoring for better visibility into 
license usage and costs

For better visibility and control, nearly all organizations monitor adoption and 
usage to some degree. For maximum visibility, about a third use some kind of 
SaaS management platform, and another 12% use a SaaS spend management 
tool. Too many organizations (48%) still rely on more time-consuming manual 
process like checking each individual application (26%) or the less precise method 
of simply asking managers and users (22%).

SaaS management platforms (SMPs) have a centralized dashboard, providing 
real-time visibility into application usage, licensing, and spending. Automated 

monitoring not only reduces the administrative burden, but also unlocks 

valuable insights that manual audits cannot detect. Valuable insights like cost 
savings from identifying unused licenses to optimization of resource allocation 
based on actual usage are two of many benefits of using a robust SaaS 
Management Platform.

With the rise of AI within tech stacks, organizations with an SMP in place will 

gain a distinct competitive advantage, realizing superior efficiency, security, and 
cost-effectiveness.

SaaS adoption and usage monitoring

35%

26%

22%

12%

6%

In a SaaS 
management platform

In each application 
individually

Ask managers and 
end users

In a SaaS spend 
management tool

No SaaS monitoring

http://www.bettercloud.com
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Auto-renewals play a role in 
ineffective buying and renewing 
process

First, without close attention to key contract dates, auto-renewals buried in 
most SaaS contracts can trigger an unintended and expensive renewal. In fact, 
40% of organizations still track them manually, and probably all of them have 
experienced unintended renewals.

Even if an organization is one of the 34% that automated alerts for key 

cancellation dates, there are other hurdles with buying and renewing. For 
example, it can be hard to be confident of your purchase. Given the unique 
nature of each SaaS application, the lack of pricing transparency, and the difficulty 
of comparing costs to know what organizations like yours are actually paying, 
organizations must focus on their unique requirements.

Of course, manual processes, particularly relying on spreadsheets for 

tracking, don’t help. Spreadsheets hinder visibility into key insights like current 
app adoption, current and anticipated usage, as well as cost benchmarks, like 
monthly cost per user that includes deployment and monthly fees. This lack 
of insight, coupled with the absence of a strong spend management solution, 
means excessive meeting time when consolidating apps and selecting enterprise 
standards for SaaS usage.

Preventing auto-renewals

25%
Nothing, apps can 

auto-renew 40%
Track renewal dates 

manually on calendar 
or spreadsheet

34%
User automated 
alerting within a 

software tool

http://www.bettercloud.com


29State of SaaS 2025

While IT is more involved in SaaS buying 
and renewing, it’s still a collaborative 
process with the business

In most organizations (63%), SaaS buying and renewing is a group effort, involving the standard 
buying committee of IT, business users, finance, operations, and/or procurement. 

Each, of course, considers apps through a different lens: Business users weigh features and 
functions, IT looks at security and manageability into systems and processes, finance considers 
pricing and budgets, and operations and procurement considers contracts. This holistic 
evaluation minimizes the risk of choosing a solution that only addresses a narrow set of needs.

That said, only 30% of organizations say their SaaS purchasing and renewal process is 

effective. Why? Many reasons come to mind, like auto-renewals, lack of insights that can 
impede confident decision-making like difficulties tracking adoption and usage and slow manual 
processes that simply slow buying and renewing.

SaaS adoption and usage monitoring

63%

22%

10%

3%

2%

IT works with departments, as well as 
finance, operations and/or procurement

IT officially procures all SaaS apps

Departments procure their own apps

No formal process, but working on it

No formal process or plans

agree that IT has an 
effective SaaS purchasing/
renewal process30%

http://www.bettercloud.com


30State of SaaS 2025

Improving SaaS Security/
Data Governance

Rising to the (SaaS Management) Challenges
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Manual file governance monitoring 
fails, automation prevails
To prevent data loss and head off insider threats from inappropriate file sharing, 
organizations are adopting file sharing governance. This core component of 
SaaS lifecycle management includes a comprehensive SaaS file inventory ideally 
after a discovery phase, strong access controls, and continuous monitoring and 
improvement.

Effective file governance policies keep things running smoothly and without it, your 
file sharing environment can become a tangled web of uncontrolled growth and 
hidden risks.

Most organizations agree it’s impossible to manually monitor SaaS file sharing, 
with many using software to enforce sharing policies (74%). Using software for 
enforcement, 43% only allow users to share non-sensitive data externally, while 
31% forbid external sharing entirely, which diminishes user productivity.

External file sharing

43%

31%

15%

5%

6%

Non-sensitive data sharing allowed 
and enforced with software

Forbidden and enforced with software

Non-sensitive data sharing allowed, but 
no software for enforcement

Forbidden, but no software for enforcement

No official policies or practices

finds SaaS file security 
impossible to monitor 
manually56%
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IT-sanctioned SaaS app catalogs 
or enterprise marketplaces are on 
the rise
Inefficient SaaS buying and renewing processes while trying to control SaaS 
budgets are some key reasons why IT-sanctioned corporate marketplaces are 
emerging. In fact, while only 6% have one now, 28% are working on adding an IT-
sanctioned app catalog now.

These catalogs give IT control over IT resources, enable SaaS spending 
optimization, and give business users the flexibility and agility they need to use the 
right tool for the right job at the right time. 

Everybody wins. Organizations contain the SaaS sprawl, keep Shadow IT in check, 
optimize SaaS costs, ensure security and compliance, and best of all, efficiently 
use scarce IT time and money. 

And the more automated this catalog can be, the better the savings.

With that said, unfortunately the current adoption rate of IT-sanctioned app 
catalogs remains low with a majority of respondents with no SaaS app catalog in 
place (60%). While we anticipate a positive shift, substantial effort is needed to 
accelerate the adoption rate in 2025 and beyond.

IT-sanctioned SaaS apps catalog or 
enterprise marketplace

60%
No28%

We’re 
working on it

6%
Yes, we 
have one

6%
Don’t know
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SaaS sprawl is shifting to 
centralized IT control of SaaS apps

With SaaS spend in the spotlight, IT’s role is evolving from a support function to a 

strategic governance position. 

At this point, only 3% of organizations don’t involve IT in SaaS, and 21% consider all 
apps to be IT-sanctioned, leaving the majority (76%) who still have some apps IT-
sanctioned and others controlled by business users.

Nonetheless, the trend is moving toward greater IT control of IT resources. In the 
last year, to better control SaaS costs and reduce Shadow IT, 41% of organizations 
had IT take greater control of more of the organization’s SaaS apps. In addition, 
33% of them consolidated redundant SaaS apps and accounts.

IT’s involvement in controlling and 
managing SaaS

76%
Some apps are 
sanctioned with 
admin access and 
security managed 
by IT

21%
All apps are  
IT-sanctioned

3%
All apps are 
unsanctioned

made more SaaS 
apps IT-managed

41%

consolidated 
redundant SaaS apps 

or accounts

33%
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A single stream approach isn’t 
enough
Initially on your SaaS management journey, automating user lifecycle management 
seemed like a major win. However, it quickly became apparent that without robust 
spend management, the gains were limited.

Subsequently, the importance of security bubbled up, revealing that even 
automation and spend visibility wasn’t enough without a holistic SaaS security 
strategy.

This underscores the need for a unified SaaS management 

platform, where IT adopts an inclusive approach encompassing 

all aspects of SaaS lifecycle management.

http://www.bettercloud.com


35State of SaaS 2025

These Challenges are Best 
Solved Using a Unified SaaS 

Management Platform

Rising to the (SaaS Management) Challenges
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Point solutions for managing SaaS 
are limited, and more than half say 
all-in-one, feature rich SMPs make 
the job easier

As we touched on earlier, point solutions create data silos and organizations agree 
that they limit visibility and insights required to effectively automate (49%) across 
the SaaS lifecycle. 

There are other limitations, too. In the same tool, you can’t automate file sharing 
settings by title or department, nor can you narrow down SaaS costs by employee 
or department. 

Additionally in that same point solution, you also can’t easily create workflows 
to completely offboard a user from all apps, groups, calendars, transfer files to 
a manager or archive them for regulation-mandated compliance holds, reclaim 
licenses and redeploy them. You can only revoke user access.  

And these are just a few reasons why the majority of organizations (51%) find 
point solutions for managing SaaS more difficult than a unified SaaS management 
platform.

51% 49%

38%

Finds point solutions for 
managing SaaS more 

difficult than an all-in-one, 
feature-rich SMP

Says they lack visibility 
and insight to automate 

effectively

Prefers SMPs that 
enable insights-driven 

automation
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Completely custom 
automation in an SMP 
shouldn’t be at the expense 
of ease
To meet demands on IT’s time, it’s essential to democratize workflow 
building. The best way to do that is to use an SMP with a no-code 
workflow builder. 

This allows IT to create, automate, and manage workflows without 
requiring any programming or coding skills. It operates using a 
user-friendly, drag-and-drop visual editor for designing workflows 
by connecting different triggers, actions, applications, and pre-built 
connectors. Customizable logic enables users to create complex 
workflows without a line of code. 

Organizations agree that its greatest advantage, by far, is that 
it’s easy for anyone in IT to use (41%). Others find it offers better 
productivity (25%), and faster automation building (24%).

Biggest no-code SMP advantages

41%

25%

24%

4%

3%

2%

1%

Easy for anyone in IT to use

Better productivity

Faster automation building

Large library of templates, 
triggers and actions

Custom triggers for any kind 
of automated workflow

Many pre-built integrations

Quality IT user experience
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Most organizations prefer a 
robust, unified SMP

As for the most important SMP capabilities, data-driven usage insights and 
automated file sharing policy management, governance, and automation slightly 
edge out the other capabilities. From there, organizations find the rest equally 
important. The inescapable conclusion is that organizations want and need a 
powerful, fully featured SMP that can easily manage, secure, and govern the 
stack, as well as automate all tasks across the entire SaaS lifecycle.

Most important SMP capabilities

25%

24%

23%

23%

23%

23%

23%

12%

Data-driven usage insights

Data-driven SaaS spending insights

Automated file sharing policy management, 
governance and automation

Automated configuration management

Automated user lifecycle management

SaaS stack discovery and monitoring

Centralized SaaS contracts and vendor 
management

Self-service enterprise app catalog or store

Prefer a unified platform to 
optimize SaaS spending, and 
to automate, discover, manage, 
and secure the SaaS stack 

70%
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Moving IT into the  
AI Era in 2025

4
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Addressing user lifecycle 
management, SaaS 
environment visibility, and 
the high IT taskload are this 
year’s urgent priorities
To successfully compete and lead in SaaS 2.0, many organizations 
understand the urgency around tackling routine IT tasks, getting 
visibility into SaaS apps, users, and files, and finding ways to reduce 
the IT work burden. 

A big piece of the puzzle is to use software capable of automating 

across the SaaS lifecycle. This important tool also helps IT have total 
visibility into all apps, users, files and spending to ultimately deliver 
big benefits that strengthen the business. 

Along the way, organizations can reduce SaaS waste, work more 
efficiently, while still strengthening security posture, and deliver an 
instant return on the SaaS management platform investment.

This year’s crucial SaaS environment challenges to solve

34%

28%

21%

21%

17%

15%

15%

12%

11%

9%

2%

Onboarding and 
offboarding users

Managing all app configurations 
consistently

Knowing all SaaS apps 
and users

Using too many IT point tools to 
manage SaaS

Handling higher IT workload

Getting automated reports and 
audit logs

Getting visibility into all user 
activity, data files, and folders

Optimizing SaaS spending

Automating more SaaS 
management or help desk tasks

Improving file sharing 
governance and security

Providing self-service to end 
users
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Your IT team is ready to grow 
responsibilities, skills, and the 
business in the next year

Even with more than 40% of routine tasks automated today, 60% 

say that there’s still too much manual work that prevents IT from 

doing strategic projects. For IT, career advancement and working on 
strategic IT projects, like AI, will only be achieved by increasing the 
number and the depth of automated processes to eliminate as much 
manual work as possible. 

So for managing the mounting SaaS lifecycle tasks in 2025 and 
beyond, organizations need to support IT by investing in tools, time, 
and training for maximum automation proficiency.

29%

19%
17%

14% 13%

8%

Increase job 
responsibilities to 
advance career

Automate 
mundane manual 

work

Be strategic 
rather than 

tactical

Grow technical 
skills including 

workflow 
development

Show business 
value of IT

Collaborate more 
with business 

functions

Personal Career Goals for next 12-18 months
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The IT command center: a unified 
SaaS lifecycle management 
platform

Fortunately, for most organizations, their future IT priorities align with their IT 
team’s goals: Automating more IT tasks and reducing the IT work burden. 

As we enter SaaS 2.0, many organizations are returning IT to its traditional 
role of managing all corporate IT resources. They’re reigning in Shadow IT, 
cutting excessive SaaS spending, and enabling IT to secure 
and control all apps, users, and files – along the way. 
However, during this transition back to IT command 
and control, IT’s job has never been more difficult. 

An IT command and control center with 
automation capabilities is the only way for both 
IT and the organization to reach their goals. 
Investing in a purpose-built IT tool made to 
manage all the SaaS lifecycle needs – a unified 

SaaS lifecycle management platform – is the 
best way forward. 3%

6%

8%

11%

11%

24%

35%Automate more IT 
operations

Make IT work burden more 
manageable

Optimize SaaS spend

Strengthen IT and business 
collaboration

Improve SaaS file 
security and/or 

governance

Improve employee 
experience

Find productive AI use 
cases

Biggest IT Priority for Next 12-18 Months

Agree that routine SaaS 
management will be 
automated in 3 years 

from now

73%
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SaaS Management Platforms 
enable Effective SaaS 
Lifecycle Management

At the core of SaaS management is IT’s need to scale user’s access across the ecosystem 
with user automation. And as the SaaS landscape has evolved, users have become both the 
primary unit of cost and the brokers of data risk. This has led to a world where it becomes 
an imperative that IT support other stakeholders of the business. Procurement, Finance, 
Security and HR have an increasing need to understand and better manage users, and IT can 

uniquely support them in charting these management strategies.
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Methods and Demographics

APPENDIX
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Data was collected in February 2025 from 568 IT professionals via an online 
panel and from the BetterCloud community. Participating organizations have at 
least 100 employees and at least 35% of their enterprise apps are SaaS. 

All respondents are from the United States, and 
data was weighted to represent the distribution 
of companies and industries in the United States 
according to the most recent annual Statistics 
of U.S. Businesses (SUSB), a business census 
published by the United States Census Bureau.

Methods and Demographics

Security

3%

46%
51%

Our department 
does both IT and  

security

IT

Department

Industry

SaaS company

Professional services

Media

Manufacturing

Real estate

Healthcare services

Transportation

Banking/financial services

Retail/Online commerce

Telecommunications

Tech-related hardware

Hotel, restaurants, and leisure

Other

16%

12%

12%

10%

9%

7%

7%

4%

2%

2%

2%

2%

9%

Job level

12%  
Individual contributor

33%  
Manager/Mid-level

30%  
Director

16%  
C-level

9%  
VP

Org size by number of employees

18%  
200-399

16%  
5,000+

23%  
1,500-4,999

24%  
100-749

26%  
750-1,499
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BetterCloud is the leading all-in-one SaaS management platform, enabling IT 
professionals to transform their employee experience, maximize operational 
efficiency, optimize SaaS spend and centralize data protection. With no-code 
automation enabling zero-touch workflows, thousands of forward-thinking 
organizations rely on BetterCloud to automate processes and policies across their 
cloud application portfolio.

With nearly 15  years experience pioneering the SaaS Operations movement, 
BetterCloud now serves the world’s largest community of SaaS management 
experts. As host of Altitude, the industry’s leading SaaS management event, and 
publisher of The State of SaaS Report, the category’s definitive market research, 
BetterCloud is recognized by customers (G2) and leading analyst firms (Gartner and 
Forrester) as the market leader in SaaS Operations Management and SaaS Spend 
Management.

About BetterCloud

To learn more about how BetterCloud 
can help you manage every app, 

every user, and every dollar, 
request a demo.

http://www.bettercloud.com
https://www.bettercloud.com/demo-request/

